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A Radio Frequency Identification Tag with Tamper Detection Capability 

Background to the Invention 

5 Radio Frequency Identification (RFID) is widely expected to be the next-generation 
automated identification technology, superseding barcode technology in many 
applications. 

In some applications there is a need for KFID tags to be able to indicate if they are 
1.0 tampered with or moved firom one item or location to another. In such applications 

preferably the RFID function of an RFID tag will be modified if the tag is tampered or 
removed. In some appUcations it is prefenred that an RFID tag provide a positive 
indication of tampering, and that at least some RFID function should continue after 
tampering or removal, such that information stored in the tag continues to be readable. 

15 

There is also a need for RFID tags to be produced at low cost in order to be suitably 
priced for high-volume applications. 

A disadvantage of current RFID tag designs is that they either do not provide a tamper 
20 detection function or do provide a tamper detection function but in a complex and 
expensive product design. 

Disclosure of fbe Invention 

25 In an exemplary embodiment of the invention, an RFID tag is provided. The tag 

comprises a substrate having a top surface and a bottom smface; an RFID integrated 
circuit disposed on the top surface of the substrate; a first electrically conductive region 
associated with the top surface of the substrate and electrically coupled to the RFID 
integrated circuit; a second electrically conductive region associated with the bottom 

30 surface of the substrate and electrically coupled to the first conductive region, the first 
and second conductive regions forming an RFID antenna; the RFID integrated circuit. 



first conductive region and second conductive region together providing an RFID 
function; an attachment layer associated with the bottom surface of the substrate for 
attaching the tag to a surface; and an adhesion modifying layer modifying the adhesion of 
the second conductive region such that the second conductive region is disrupted if the 
5 tag is tampered or removed firom the surface. 

In another embodiment of the invention an RFID tag, comprises: a substrate having a top 
surface and a bottom surface; an RFID integrated circuit disposed on the top surface of 
the substrate; a first electrically conductive region disposed on the top surface of the 

0 substrate and electrically coupled to the RFID integrated circuit, the first conductive 

region forming an RFID antenna a second electrically conductive region disposed on tiie 
bottom surface of the substrate and electrically coupled to tiie RFID integrated circuit, the 
RFID integrated circuit adapted to detect at least one electrical property of the second 
conductive region; an attachment layer for attaching the tag to a surface, the attachment 

5 layer bemg associated with the bottom of the substrate; and an adhesion modifying layer 
modifying the adhesion of the second conductive region such that the second conductive 
region is dismpted if the tag is tampered or removed from the surface, thereby modifying 
the at least one electrical property of the second conductive region detected by the RFID 
integrated circuit 

10 

In anotiiCT embodiment of the invention an RFID tag comprises: a first substrate having a 
top surface and a bottom surface; an electrically conductive region disposed on the 
bottom surface of the substrate, the conductive region forming an RFID antenna; a first 
attachment layer for attaching the tag to a surface, the first attachment layer being 

25 associated with the bottom surface of the first substrate; a first adhesion modifying layer 
modifying the adhesion of the electrically conductive region such that the electrically 
conductive region is dismpted if the tag is tampered or removed firom the surface; a 
second substrate having a top surface and a bottom surface; a second attachment layer 
associated with the bottom surface of the second substrate and attaching the second 

30 substrate to the top surface of the first substrate; an RFID integrated circuit disposed on 
the bottom surface of the second substrate and electrically coupled to tiie electrically 
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conductive region; and a second adhesion modifying layer modifying the adhesion of the 
RFID integrated circuit such that the RFID integrated circuit is modified if the second 
substrate is removed firom the first substrate. 

5 hi another embodiment of the invention, an RFID tag comprises: a first substrate having a 
top surface and a bottom surface; a first electrically conductive region disposed on the top 
surface of the first substrate, the first conductive region forming an RFID antenna; a 
second electrically conductive region disposed on die bottom surj^e of the first 
substrate; a first attachment layer for attaching the tag to a surface, the first attachment 

10 layer being associated with the bottom surface of the first substrate; a first adhesion 

modifying layer modifying the adhesion of the second electrically conductive region such 
that the second electrically conductive region is disrupted if the tag is tampered or 
removed fi"om the surface; a second substrate having a top surface and a bottom surface; 
a second attachment layer associated with the bottom surface of the second substrate and 

1 5 attaching the second substrate to the first substrate; an RFID integrated circuit disposed 
on the bottom surface of the second substrate and electrically coupled to the first and 
second electrically conductive regions; a second adhesion modifying layer modifying the 
adhesion of the RFID integrated circuit such that the RFID integrated circuit is disrapted 
if the second substrate is removed from the first substrate. 

20 

In another embodiment of the invention, a method of forming an RFID tag is provided. 
The method comprises: disposing an electrically conductive region on a bottom surface 
of a first substrate; disposing an RFID integrated circuit on the bottom surface of a 
second substrate; associating a first attachment layer with the bottom surface of the first 

25 substrate to attach the tag to a surface; associating a second attachment layer with the 
bottom* surface of the second substrate; attaching the bottom surface of the second 
substrate to the top surface of the first substrate so that the RFID integrated circuit is 
coupled to the conductive region; providing a first adhesion modifying layer to modify 
the adhesion of the conductive region such that the conductive region is disrapted if the 

30 first substrate is tampered or removed from the surface; and providing a second adhesion 
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modifying layer to modify the adhesion of the RFID integrated circuit such that the RFID 
integrated circuit is disrupted if the second substrate is removed fix>m the first substrate. 

In another embodiment of the invention, an RFID tag comprises: a first substrate having 
a top surface and a bottom surface; an electrically rconductive region disposed on the 
bottom surface of the first sxibstrate, the conductive region forming an RFID antenna; a 
first attachment layer for attaching the tag to a surface, the first attachment layer being 
associated with the bottom surface of the first substrate; an RFID integrated circuit 
disposed on the top surface of the first substrate and electrically coupled to the 
electrically conductive region; a first adhesion modifying layer modifying the adhesion of 
the conductive region such that the conductive region is disrapted if the first substrate is 
tampered or removed firom the surface; and a second adhesion modifying layer modifying 
the adhesion of the RFID integrated circuit such that the RFID integrated circuit is 
disrapted if it is removed firom the first substrate. 

In another embodiment of the iavention, an RFID tag comprises: a substrate having a top 
surface and a bottom surface; an RFID integrated circuit disposed on the top surface of 
the substrate; a first electrically conductive region associated with the top surface of the 
substrate and electrically coupled to the RFID integrated circuit via non-contact coupling, 
the first conductive region forming an RFID antenna; a second electrically conductive 
region associated with the bottom surface of the substrate and electrically coupled to flie 
RFID circuit via non-contact coupling; an attachment layer associated with the bottom 
surface of the substrate for attaching the tag to a surface; and an adhesion modifying 
layer modifying the adhesion of the second conductive region such that the second 
conductive region is disrupted if the tag is tampered or removed firom the surface. 

Preferably but not necessarily the RFID IC may store information representing values of 
the specified electrical properties of the tamper detection circuit, and may compare 
measured values of the specified electrical properties with the stored values of the 
specified electrical properties, and may store or transmit information indicative of the 
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difference(s) between the measured and the stored values of flie specified electrical 
properties. 

In some preferred embodiments part of the memory contents of the RFID IC may be 
peraianently modified if the RFID IC detects tampering of the RFID tag by detecting a 
change in the specified electrical properties of the tamper detection circuit. 

Preferably the first attachment means may be an adhesive layCT. 

Preferably the second attachment means may be an adhesive layer. 

Preferably the non-contact electrical coupling means may be a C25>acitive coupling means 
or an inductive coupling means. 

Preferably graphics, including but not limited to images, logos, alphanumeric characters, 
barcodes and 2-dimensional barcodes, will be applied to tiie first or second RFID tag so 
as to be visible firom the top side or firom the \mderside of the RFID tag. 

Brief Description of the Figures 

The present invention is described by way of non-limiting example with reference to the 
accompanying figures, wherein: 

• Figure 1 is a schraiatic illustration of an RFID tag that is disabled if it is 
tanapered; 

• Figure 2 is a schematic illustration of an RFID tag provides an indication of 
tampering by means of its RFID response; 

• Figure 3 is a schematic illustration of a preferred embodiment of a tamper 
detection circuit for the RFID tag of figure 2; 

• Figure 4A is a schematic illustration of the second substrate of the embodiment of 
figure 4C, and the RFID components attached to the second substrate; 



• Figure 4B is a schematic illustration of the attachment layer used to attach the 
second substrate in the embodiment of figure 4C; 

• Figure 4C is a schCTiatic illustration of an RFK) tag that is disabled if it is 
tampered and in which the RFID IC is applied by means of a second substrate; 

• Figure S A is a schematic illustration of the second substrate of the embodiment of 
figure 5C, and the RFID components attached to the second substrate; 

• Figure 5B is a schematic illustration of the attachment layer used to attach the 
second substrate in the embodiment of figure 5C; and 

• Figure 5C is a schematic illustration of an RFID tag that provides an indication of 
tampering by means of its RFID response and in which the RFID IC is applied by 
means of a second substrate. 

Description of the Invention 

For clarity of illustration, the thicknesses of the layers in the figures are exaggerated. 
Also, for clarity of illustration some of the layers and components in the illustrations are 
shown separated. In practice, when the RFID tag is assembled the layers will be brought 
together and will bend or distort around any bumps or irregularities due to the RFID 
integrated circuit (IC) or other components within the tag constmction. 

In general an RFID tag includes a data storage integrated circuit (IQ, sometimes referred 
to as a chip. Several different categories of RFID IC exist, including: 

• a read-only IC, 

• a write-once read-many IC, 

• a read-write IC. 

Various embodiments of the present invention may be implemented with any type of 
RFIDIC. 

An RFID tag may be either a so-called "active" tag or a so-called "passive" tag. An active 
RFID tag is one that carries an on-board power source such as a battery, while a passive 
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RFID tag is one that does not carry an on-board power source and is usually powered by 
radio frequency energy from a reading device as the reading device reads the passive tag. 

As used herein, the term impedance refers to electrical impedance, including resistive, 
5 capacitive and inductive compon^ts. This impedance is sometimes referred to as the 
complex impedance, due to the feet that resistive, capacitive and inductive impedance 
components have a phase shift relative to each other. 

The terms non-contact electrical coupling circuit, non-contact coupling circuit, non- 
0 contact coupling pad (or pads), coupling circuit, and coupling pad (or pads) all have 

essentially the same meaning, and refer to an electrical circuit that facilitates non-contact 
electrical coupling to another electrical circuit or component 

Figure 1 shows a preferred embodiment of the present invention. Other preferred 
1 5 embodiments are described below. 

Figure 1 is a schematic illustration of the tamper-indicating RFID tag 100 that is designed 
to be disabled or at least have its RETDD performance degraded if it is tampered or 
removed from a surface to which it has been zqjplied. 

10 

The RFID tag 100 of figure 1 includes a substrate layer 101. In use the RFID tag 100 of 
figure 1 is applied to a surface 102 with the underside of the substrate layer 101 closer to 
the surface 102 tiian the top side of the substrate layer 101. 

15 An RFID IC 103 is applied to, or applied adjacent to, the top surface of the substrate 101. 

A first electrically conductive region 104 is applied to or adjacent to the top surface of the 
substrate 101 and is electrically coupled to the RFID IC 103. The first electrically 
conductive region 104 may be a layer of conductive material applied in a specified 
30 pattern on or adjacent to the top suirface of the substrate 1 01 . In the CTobodiment of figure 
1 the RFID IC 103 and first electrically conductive region 104 are connected together via 
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a direct electrical connection. It should be appreciated that in other embodim«its the 
RPID IC 103 and first electrically conductive region 104 may be coupled via a non- 
contact electrical coupling method. 

A second electrically conductive region 105 is applied to or adjacent to the bottom 
surface of the substrate 101 and electrically coupled to the first electrically conductive 
region 104. The second electrically conductive region 105 may be a layer of conductive 
material appUed in a specified pattern on or adjacent to the bottom surface of the 
substrate 101. 

An attachment layer 106 is applied to the bottom surface of the substrate layer 101, 
covering the second electrically conductive region 105. The attachment layer 106 
attaches the RFID tag 100 to the surface 102. Preferably the attachment layer 106 may be 
a layer of adhesive. 

In the embodiment of figure 1 the second electrically conductive region 105 is coupled to 
the first electrically conductive region 104 through the substrate 101 via a non-contact 
electrical coupling means such as capacitiye coupling or inductive coupling. It should be 
appreciated that in some embodiments coupling of the second electrically conductive 
region 105 to the first electrically conductive region 104 may instead be via direct 
electrical connection. 

Li the embodiment of figure 1 the first electrically conductive region 104 and second 
electrically conductive region 105 together provide an RFID antenna for the tag 100. The 
second electrically conductive region 105 is coupled to the first electrically conductive 
region through the substrate layer 101 by means of a non-contact coupling method. The 
first electrically conductive region 104 is directly connected to the RFID IC 103. The 
RFID IC 103, first electrically conductive region 104 and second electrically conductive 
region 105 together provide an RFID fimction for the tag 100, such that the RFID IC 103 
is able to communicate, for example via radio fi^equency (RF) means, with a remote RF 
reading or vmting device in a manner that allows the rmiote RF device to detect the 
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RFIDIC 103, or read data that is stored in the RFIDIC 103, or write data to the RFID IC 
103. 

Preferably the RFID tag 100 is configured such that the second electrically conductive 

5 region 105 is disrupted or damaged, and its electrical properties modified, if the RFID tag 
100 is tampered or removed ftx>m the surface 102. In the preferred embodiment of figure 
1 the first electrically conductive region 104 and second electrically conductive region 
105 together form an RFID antenna and so the RFID flmction of the tag 1 00 will be 
affected, and preferably disabled completely, if the electrical properties of the second 

1 0 electrically conductive region 1 05 are modified. In this way the tag 1 00 provides a 

tamper indication flmction flirough its RFID fimction being disabled, or at least modified, 
if the tag 100 is tampered or removed from the surface 102. To promote damage or 
dismption to the second electrically conductive region 105 one or more adhesion 
modifying layers 107 may be applied between the substrate 101 and the attachmrat layer 

15 106 so as to modify the relative adhesion of the substrate 101, the second electrically 
conductive region 105, and the attachment layer 106 in order to result in damage or 
dismption to the second electrically conductive region 105 on tampering or removal. In 
figure 1 the adhesion modifying layers 107 (there may be one or more) are shown 
between the substrate 101 and the second electrically conductive region 105, but it should 

20 be appreciated that the adhesion modifying layers 107 may instead or also be applied 
between the second electrically conductive layer 105 and the attachment layCT 106. The 
adhesion modifying layers 107 may be appUed in a specified pattem (as viewed from 
below the substrate 101) so as to create a plurality of areas of differing relative adhesion 
strengths and thereby promote disruption or damage to the second electrically conductive 

25 region 105 if the tag 100 is tampered or removed from the surface 102. Where present, 
the adhesion modifying layer 107 modifies adhesion of the layers that it separates. The 
adhesion modifying layer 107 may either enhance or reduce the adhesion of two layers 
that it separates. Preferably, but not necessarily, the adhesion modifyiug layer 107 will 
reduce the adhesion of two layers that it separates. Li one preferred embodiment an 

30 adhesion modifying layer 107 is appUed in a specified pattem between the substrate 101 
and second electrically conductive region 105 and reduces adhesion of the electrically 
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conductive region 105 to the substrate 101 in those areas where the adhesion modifying 
layer 107 is applied, and in those areas thereby promotes damage to the second 
electrically conductive region 105 or selective delamination of the second electrically 
conductive region 105 from the substrate 101 if the tag 100 is tampered with or removed 

5 from the surface 102. In a variation on this embodiment, the adhesion modifying layers 
107 may comprise a treatment on the surface on the underside of the substrate 101, either 
uniformly or in a specified pattern, such that in the treated areas the adhesion to the 
substrate 101 of an adjacent layer is modified, either by being increased or by being 
decreased, relative to the adhesion of the adjacent layer to the substrate 101 in areas 

1 0 where the surface treatment has not been undertaken. 

Preferably the second electrically conductive region 105, adhesion modifying layer 107 
and attachment layer 106 are configured and formulated so as to promote damage to the 
second electrically conductive region 105 even if a sophisticated attempt is made to 
1 5 surreptitiously tamper with or remove the tag 1 00 by using mechanical, chemical, 
temperature-based, or other methods to assist m tampering or removal of the tag 100. 

It should be appreciated that variations on the methods described herein may be 
employed to promote damage or modification to the second electrically conductive 
20 region 105 if the tag 100 is tampered with or rraioved fi^m the surface 102. 

Preferably the second electrically conductive region 105 will be made from a layer of 
electrically conductive material that has suitable electrical properties but that is 
intrinsically weak, so that it will be more readily damaged or dismpted if the RFBD tag 
25 100 is tampered or removed from the surface 102. An example of a suitable material for 
the second electrically conductive region 105 is electrically conductive ink, which can be 
appUed in a specified pattern by means of a printing process. 

The first electrically conductive region 104 does not need to be damaged in order for the 
30 RFID performance of the tag 100 to be degraded or disabled if the tag 100 is tampered or 
removed from the surface 102. In fact the first electrically conductive region 104 is 
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normally not damaged or disrupted if the tag 1 00 is tampered or removed from the 
surface 102, since it is protected by the substrate 101. Hence the first electrically 
conductive region 104 may be made from a different conductive material than the second 
electrically conductive region 105, and specifically does not have to be made from a 
weak or frangible conductive material. For example, the first electrically conductive 
region 1 04 may be a layer of solid metal conductor such as a layer of copper or aluminnm 
applied in a specified patten. An advantage of using a solid metal conductor for the first 
electrically conductive region 104 is that solid metals usually have better electrical 
conductivity than conductive ink, which may provide better overall performance for the 
RFID ant^ma made up of the combination of the first electrically conductive region 104 
and second electrically conductive region 105. 

All or part of flie top surface of the substrate 101, including the first electrically 
conductive region 104, the RFLD IC 103, and any other electronics on the top side of the 
substrate 101, may be covered by an overlaminate layer 108 so as to provide physical 
protection for the components. 

Printed graphics, such as images, logos, alphanumerics, barcodes and 2-dimensional 
barcodes, may be Emptied to the tag 100 so as to be visible from the top side or underside 
of ttie tag 100. The application of printed graphics in such a way as to be visible from the 
underside of the tag 100 is beneficial if the tag 100 is applied to a transparent surface 102 
such as a vehicle windshield or window. 

Figure 2 is a schematic illustration of a tamper indicating tag 200 that is a variation on the 
tamper indicating tag 100 of figure 1. The tag 200 provides a positive indication of 
tampering, whereas the tag 100 is disabled or its performance degraded if it is tampered. 

The main differences between the tag 100 and the tag 200 are: 

- in the case of the tag 200 the first electrically conductive region 104 of figure 1 
comprises an RFID antenna 201 for the tag 200, without any contribution from 
the second electrically conductive region 105 of figure 1; 
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- in the case of the tag 200 the second electrically conductive region 105 is a 
tamper detection circuit 202 that is not coupled to the antenna 201 but that is 
coupled to the RFED IC 103 via a non-contact electrical coupling means. 

5 Non-contact coupling of the tamper detection circuit 202 to the RFID IC 1 03 may 
preferably be enabled by means of an electrical tamper coupling circuit 203 that is 
connected directly to the RFID IC 103 on the top surface of the substrate 101. In another 
embodiment the coupling circuit 203 may not be included, and instead the tamper 
detection circuit 202 may couple to one or more electrical coupling circuits on the RFID 

10 IC 103. 

The tamper detection circuit 202 is not required in order to enable the RFID function of 
the RFID tag 200. The RFID function of the tag 200 is provided by a combination of the 
RFID antenna 201 and RFID IC 103. The tamper detection circuit 202 is provided for the 

15 puipose of detecting tampering or removal of the substrate 101 or tag 200 from the 

surface 102. In the embodiment of figure 2 the RFID IC 103 is preferably configured to 
detect and monitor specified electrical properties of the tamper detection circuit 202, and 
in particular to be able to record or transmit information indicating the specified electrical 
properties or indicating a change in the specified electrical properties of &e tamper 

20 detection circuit 202. A change in the specified electrical properties of the tamper 

detection circuit 202 is assumed to be indicative of damage or modification to die tamper 
detection circuit 202 and therefore indicative of the substrate 101 or tag 200 being 
tampered or removed from the surface 102. The tamper detection circuit 202 may be an 
open or closed electrical circuit, with the exact configuration dependiag on a number of 

25 factors, including which specified electrical properties of the tamper detection circuit 202 
are being detected and monitored by the RFID IC 103. 

Preferably the tag 200 will be designed such that the RFID antenna 201 and RFID IC 103 
will not be damaged if the RFID tag 200 is tampered with or removed from the surface 
30 102, in which case the RFID function of the tag 200 will continue after tampering or 

removal of tiie tag 200. In such a situation the RFID IC 103 will be able to detect damage 
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to, or modification of, the tamper detection circuit 202, and thereby detect tampOTng or 
removal of the tag 200 from the surface 102, and will also be able to indicate to an RFID 
reading device that the tampering or removal has occurred 

As described in relation to the embodiment of figure 1, the second electrically conductive 
region 105 (the tamper detection circuit 202 of figure 2) will preferably be made using a 
conductive material that is intrinsically weak or frangible, and one or more adhesion 
modifying layers 107 will preferably be included to promote damage or disraption to the 
tamper detection circuit 202 if the substrate 101 or tag 200 is tampered or removed &om 
the surface 102. 

However, the RFID antenna 201 does not need to be made fijom a weak or frangible 
material. The RFID antenna 201 may be produced from one or more of a number of 
electrically conductive materials, including: 

- one or more layers of solid metal conductor (such as copper or aluminum); 

- electrically conductive ink that may be appUed by means of a printing process; 
a mixture of metal conductor and conductive ink; 

- one or more other electrically conductive materials. 

An advantage of using a solid metal conductor for the RFID antenna 201 is that solid 
metal is usually of higher conductivity than conductive ink, and tins can result in superior 
RFID performance for the tag 200. 

The tag 200 may be either passive or active. 

In one variation on the embodiment of figure 2 the tag 200 is passive and so the RFID IC 
103 must be powered from a remote power source in order to be able to provide an RFID 
fimction and in order to be able to detect a change in the electrical properties of the 
tamper detection circuit 202. In this case the RFID IC 103 can only monitor the electrical 
properties of the tamper detection circuit 202, and therefore can only detect tampering or 
removal of the tag 200, when it is powered by the remote power source. In some 
preferred embodiments the RFID IC 103 will be powered by a remote RFID 
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readmg/writmg device as the device irradiates the tag 200 to read data from, or write data 
to, the RFID IC 103. An RF reading/writing device that reads the RFID IC 103 in a 
passive tag 200 and thereby determines that the tamper detection circuit 202 has been 
modified or damaged may be configured to write information back to the RFDD IC 1 03 to 

5 indicate that the tamper detection circuit 202 has been modified or damaged. Preferably 
the information that is written to the RFID IC 103 is locked so that it cannot subsequently 
be modified. In this way even if the tamper detection circuit is subsequently repaired the 
RFID IC 103 stores a permanent record that the tamper detection circuit 202 was 
modified or damaged and therefore that the tag 200 was tampered or removed &om the 

iO surface 102. 

In another variation on the preferred embodiment of figure 2 the tag 200 may be active, 
meaning that the RFID IC 1 03 is powered from within the tag 200, such as by means of a 
battery within the construction of the tag 200. In this case the RFID IC 103 can be 

1 5 configured to actively detect a change in the electrical properties of the tamper detection 
circuit 202 and thereby actively detect tampering with or removal of the tag 200. Such 
active detection of tampering by the RFID IC 103 may occur continuously, or at regular 
intervals, or on-demand, or according to some other detection protocol, the key point 
being that the RFID IC 103 is powered from within the tag and can therefore monitor and 

20 detect a change in the electrical properties of the tamper detection circuit 202 and can 
record or transmit information indicating that the change has occurred at times when the 
tag is not powered by an external power source such as an RFID reading/writimg device. 
In one embodiment an active tag 200 may include an internal battery as a layer or film or 
laminate within the construction of the tag 200. 

25 

In the case of an active tag 200, if the RFID IC 103 detects that the tamper detection 
circuit 202 has been modified or damaged (by detecting a change in specified electrical 
properties of the tamper detection circuit 202) the active tag 200 may be configured to 
write information into the memory of the RFID IC 103 to indicate that the tamper 
30 detection circuit 202 has been modified or damaged. Preferably flie information that is 
written into the RFID IC 103 is locked so that it cannot subsequently be modified. In this 
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way even if the tamper detection circuit 202 is subsequently repaired the RFID IC 103 
stores a permanent record that the tamper detection circuit 202 was modified or damaged 
and therefore that the tag 200 was tampered with or removed firom the surface 102. 

The following points should be understood with regard to the preferred embodiment of 
figure 2 and other embodiments described, illustrated, or referred to herein. 

1 . Reference is made herein to the RFID IC 1 03 recording or transmitting 
mfonnation indicative of specified electrical properties of the tamper detection 
circuit 202 or indicative of changes to the specified electrical properties of the 
tamper detection circuit 202. It should be appreciated that in the case of a passive 
tag 200, which must derive its energy from an extCTnal power source, the RFID IC 
103 is only able to record or transmit the information when it is powered by an 
extemal power source. Preferably the RFID IC 103 will be powered by an RFID 
reading/writing device as the RFID reading/writing device attempts to read from, 
or write to, the RFID IC 103, in which case the RFID reading/writing device both 
powers the RFID IC 103 and reads from the RFID IC 103 information indicative 
of the values of the specified electrical properties of the tamper detection circuit 
202 or indicative of changes to the values of Ihe specified electrical properties of 
the tamper detection circuit 202. 

2. Reference is made herein to the RFID IC 103 detecting changes to values of 
specified electrical properties of the tamper detection circuit 202. It should be 
appreciated that the changes may be either: 

• changes relative to predetermined or preset values of the specified 
electrical properties; or 

• changes relative to previously measured and stored values of the specified 
electrical properties for the same tamper detection circuit 202. 

3. It should be appreciated that the specified electrical properties of the tamper 
detection circuit 202 detected or monitored by the RFID IC 103 may include one 
or more of the following: 

• DC electrical impedance; 
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• electrical impedance at one or more non-zero frequencies, such as at the 
radio frequency at which the RFID tag 200 is designed to operate; 

• response to a specific electrical signal input to the tamper detection circuit 
202, such as the strength or time delay of reflectance of the electrical 
signal input to the tamper detection circuit 202; or 

• other electrical properties. 

Preferably the tamper detection circuit 202 is configured on the underside of the substrate 
101 so ttiat its electrical properties are modified in the event of tampering with or 
removal of even a small portion of the tag 200. In one preferred embodiment the tamper 
detection circuit 202 may be configured around the perimeter of the substrate 101 so that 
a disturbance to any portion of the perimeter of the tag 200 resvdts in damage to the 
tampCT detection circuit 202 and a consequent change to the electrical properties of the 
tamper detection circuit 202, which change is detectable by the RFID IC 103. 

Figures 3 is a schematic illustration of the tag 200 looking from below at the tamper 
detection circuit 202 and the underside of the substrate 101. Figure 3 illustrates a 

preferred design for the tamper detection circuit 202 that may be used to facilitate - 

detection by the RFID IC 103 of tampering with or removal of the tag 200. It should be 
appreciated ttiat other designs for the tamper detection circuit 202 may also be used. In 
the preferred embodiment of figure 3 the RFID IC 103 is coupled to the tamper detection 
circuit 202 via a non-contact electrical coupling means such as inductive or capacitive 
coupling - in the embodiment in figure 3 capacitive coupling is illustrated - and is 
configured to detect and monitor the electrical impedance of the tamper detection circuit 
202. In figure 3 coupling to the RFID IC 103 occurs via two electrical coupling circuits 
301 that electrically couple to the tamper coupling circuit 203 on the top surface of the 
substrate 101, with the tamper coupling circuit 203 being connected to the RFID IC 103. 
Since capacitive coupling is used in this example to couple the tamper detection circuit 
202 to the RFID IC 103, the RFID IC 103 will be configured to monitor the electrical 
impedance of the tamper detection circuit 202 at a non-zero frequency- It should be 
appreciated that many other embodiments are possible for the tamp&c detection circuit 
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202, based on the general principles described herein, and that other embodiments may 
involve the RPID IC 103 monitoring electrical properties of the tamper detection circuit 
202 other than its electrical impedance. 

5 In the preferred embodiment of figure 3 the tampCT detection circuit 202 comprises two 
capacitive coupling pads 301 - i.e. two electrically conductive pads that facilitate 
capacitive coupling of the RFID IC 103 to the tamper detection circuit 202 - and an 
interconnecting electrically conductive path 302 that extends around the perimeter of the 
imderside of the substrate 101. The impedance of the tamper detection circuit 202 will be 
1 0 modified if tiie tamper detection circuit 202 is damaged or dismpted through tampering 
of the tag 200 or removal of the tag 200 from the surface 102. In flie embodiment of 
figure 3 the RFID IC 103 is configured to monitor the electrical impedance of the tamper 
detection circuit 202, and to record or transmit information if a change in the electrical 
impedance is detected by the RFID IC 103. 

15 

It should be appreciated that numerous variations are possible on the configuration of the 
tamper coupling circuit 203 and tamper detection circuit 202, based on the principles 
described herein. . .- ... . . . 

20 In some CTabodiments of the present invention the tamper detection circuit 202 may be 
designed so as to enhance the performance of the RFID antenna 201. In one embodiment 
this may be achieved by designing the tamper detection circuit 202 such that it provides 
RF coupling to the antenna 201 and increases the RF energy collected by, or radiated 
from, the antenna 201. 

25 

Figure 4 is another preferred embodiment of a tamper-indicating RFID tag that is the 
subject of the present invention. 

Figure 4C is a schematic illustration of a tamper indicating RFID tag 400 that is a 
30 variation on the RFID tag 100 of figure 1. 
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The main differences between the tag 100 and the tag 400 are: 

- in the case of the tag 400 the first electrically conductive region 104 is absent and 
the second electrically conductive region 105 comprises the RFID anteima 401 for 
the tag 400; 

5 - in the case of the tag 400 the RFID IC 1 03 is ^plied to a separate substrate 402 

which is then in tum ^plied to the substrate 101, with the RFID IC 103 then 
being coupled to the antenna 401 through the substrate 101 via a non-contact 
coupling means. 

0 Figure 4A is a schematic illustration of the substrate 402 and associated electronics, 

including the RFID IC 103- Figure 4C shows the substrate 401 coupled to substrate 402, 

An advantage of the configuration of figure 4 is that the RFID IC 103 is appUed to the tag 
400 (via the substrate 402) in the final stages of tag manufacture, so that the remainder of 

5 the tag 400 (Le. the tag 400 minus the substrate 402) can be produced using existing high 
speed tag manufacturing processes. The presence of the RFID IC 103 on the tag usually 
slows the tag production process, since the RFK) IC 103 introduces a bump in the tag 

- - - profile and is sensitive to physical and electrostatic damage. 

:0 The substrate 402 can be smaller in area than the tag 400, because both the RFID IC 103 
and any non-contact electrical coupling circuitry connected to the RFID IC 103 on the 
substrate 402 are usually smaller in area than the antemia 401. This provides another 
manufecturing benefit in that the RFID IC "module" on the substrate 402 can be 
produced in large volumes more cost-effectively due to the fact that tihiere will be more 

15 RFID IC's 103 placed per unit area of the substrate mat^ial 402. 

In the embodiment of figure 4 the RFID IC 103 is appUed to the xmderside of the 
substrate 402. Preferably, but not necessarily, one or more electrical coupling circuits 403 
will connect to the RFID IC 103 and extend a distance onto the underside of the substrate 
30 402. The coupling circuits 403 facilitate electrical non-contact coupling of tiie RFID IC 
103 to the RFID antenna 401. 
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In the embodiment of figure 4 the RFID IC 103 is on the miderside of the substrate 402, 
which has the advantage that the substrate 402 provides physical protection for the RFED 
IC 103. 

5 

An attachment means 404 is appUed to the underside of the substrate 402 over the RFID 
IC 103 and coupling circuits 403. The attachment means 404 attaches the substrate 402 to 
the substrate 101 to complete the tag 400. Preferably the attachment means 404 is a layer 
of adhesive. Figure 4B is a schematic illustration of the attachment layer 404. 

10 

In one preferred embodiment the substrate 402 is afSxed to the substrate 101 such that 
the substrate 402 caimot be removed with the RFID IC 103 and antenna coupling circuits 
403 intact. In this embodiment removal of the substrate 402 will result in damage or 
dismption to the RFID IC 103 or coupling circuits 403. Being able to remove the 

1 5 substrate 402 with the RFCD IC 103 and other electronics on the substrate 402 intact 

would allow the substrate 402 to be applied to a second substrate 101 to provide a second 
functional RFID tag 400, which in some appUcations is undesirable. To prevent this, a 
tamper indicating construction is provided on the underside of the substrate 402, in order 
to prevent the substrate 402 being removed jfrom die substrate 101 without its RFID 

20 performance being affected. The tamper indicating construction is intended to disrupt or 
damage the coupling circuits 403 or RFID IC 103 if die substrate 402 is removed from 
the tag 400. 

In order to promote damage or disruption to the coupling circuits 403 or RFID IC 103 if 
25 the substrate 402 is removed from tibie tag 400 one or more adhesion modifying layers 
405 may be applied in a specified pattern between the substrate 402 and the attachment 
means 404 so as to modify the relative adhesion of the substrate 402, ttie coupling circuits 
403, the RFID IC 103, and the attachment means 404. The adhesion modifying layers 
405 are similar to the adhesion modifying layers 107 in the embodimCTit of figure 1. In 
30 figure 4 the adhesion modifying layers 405 (there may be one or more) are shown 
between the substrate 402 and coupling circuits 403 or RFID IC 103, but it should be 
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appreciated that the adhesion modifying layers 405 may instead or also be applied 
]yQtwcon the coupling circxiits 403 or RFID IC 103 and the attachment layer 404. The 
adhesion modifying layers 405 may be appUed in a specified pattem (as viewed firom 
below the substrate 402) so as to create a plurality of areas of differing relative adhesions 

5 and thereby promote disruption to tiie coupling circuits 403 or RFID IC 103 if the 
substrate 402 is tampered or removed firom the substrate 101. Where present, the 
adhesion modifying layer(s) 405 modifies adhesion between the layers that it separates, 
either by increasing or decreasing the adhesion. Preferably, but not necessarily, ttie 
adhesion modifying layer(s) 405 will act as a so-called release coating that reduces the 

1 0 adhesion of two layers that it separates, so that in the embodiment of figure 4 if the 

substrate 402 is removed &om tfie substrate 101 the anteraia coupling circuits 403 or the 
RFID IC 103 will tend to come off the substrate 402 and remain with the adhesive 404 on 
the substrate 101 in those areas where the adhesion modifying coating 405 is applied. 
Additionally, the adhesive 404 may be designed to be sufficiently strong that the RFID 

15 ICl 03 wiU break or remain on the substrate 101 with the adhesive layer 404 if the 

substrate 402 is removed fi-om the substrate 101. In a variation on this embodiment, the 
adhesion modifydng layers 405 may be omitted and rostead the surface on the underside 
of the substrate 402 may be treated, either uniformly.or in a specified pattern, such that in 
the treated areas the adhesion to the substrate 402 of an adjacent layer is modified, either 

20 by being increased or by being decreased, relative to.the adhesion of the adjacent layer to 
the substrate 402 in areas where the surface treatment has not been undertaken. The 
surface treatment on the underside of the substrate 402 would then have an effect similar 
to the effect of the adhesion modifying layer(s) 405. 

25 In the preferred embodiment of figure 4 the RFID IC 103 and anteima coupling circuits 
403 are on the imderside of the substrate 402. In a variation on this embodiment the RFID 
IC 103 may be on the top side of the substrate 402 and connected to the antenna coupling 
'circuits 403 on the underside of the substrate 402 by means of electrical through-connects 
through the substrate 402. This configuration has the advantage that the underside of the 

30 substrate 402 is flat, but has the disadvantage that the IC 103 on the top side of the 
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substrate 402 is exposed and may need to be physically protected by means of an 
overlaDMnate or encapsulant. 

In a variation on the embodiment of figure 4, non-contact coupUng may occur between 
electrical coupUng circuits on the RFID IC .103 and the anteima 401, so that the antenna 
coupling curcuits 403 are not required In a further variation, flie substrate 402 may not be 
used and the RFID IC 103 may instead be applied directly to the top of the substrate 101 
so as to provide non-contact coiq)ling from the RFID IC 103 to the anterma 401. In this 
variation the RFID IC 103 may need to be provided with physical protection, for example 
by means of an encapsulant s^plied over the RFID IC 103 or by some other means. 

The substrate 402 and attached electronics may be appUed to the rest of the tag 400 either 
before or after the rest of the tag 400 has been apphed to the surface 102. In one 
embodiment the tag 400 minus the substrate 402 (and attached electronics) may be 
applied to the surface 102, and the substrate 402 (plus attached electronics) may be 
apphed to the substrate 101 at a later time to provide a fully functional tag 400. Prior to 
the appUcation of the substrate 402 (and attached electronics) the rest of the tag 400 that 
has been applied to the surface 102 does not provide an RFID fimction. 

Li a variation on the embodiment of figure 4, both the anteima 401 (i.e. the second 
electrically conductive region 105 of figure 1) and the first electrically conductive region 
104 (see figure 1) are present and are coupled to the RFID IC 103 via non-contact 
electrical coupling means. The antenna 401 may either couple to the RFID IC 103 via 
non-contact coupling, as in figure 4, or may couple to the first electrically conductive 
region 104 via non-contact coupling, with the first electrically conductive region 104 then 
coupling to the RFID IC 103 via non-contact coupling. In this variation both tte antenna 
401 and the first electrically conductive region 104 contribute to the RFED antenna 
performance of the tag 400. An advantage of this raibodiment over the embodiment 
illustrated in figure 4 is that the first electrically conductive region 104 does not have to 
be made using a frangible electrical conductor, but could instead use a high-conductance 
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material such as a solid metal layer, which may improve the overall RFID performance of 
the tag 400. 

la another preferred embodiment based on the embodiment of figure 4 the substrate 402 
5 (and attached electronics) may be £^plied to the substrate 101 using a removable means 
such as a removable adhesive 404 (preferably without the adhesion modifying coating 
405), thereby allowmg the substrate 402 (and attached electronics) and removable 
adhesive 404 to be removed froiri a first substrate 101 and applied to a second substrate 
101 so as to: 

1 0 - disable the RFID function of a first tag 400; and 

- enable a fully functional second tag 400. 

Figure 5 is another preferred embodiment of a tamper-indicating RFID tag that is the 
subject of the present invention. 

15 

Figure 5C is a schematic illustration of a tamper indicating RFID tag 500 that is a 
variation on the RFID tag 200 of figure 2, and that also includes some of flie features of 
the embodimmt of figure 4. 

20 The main differences between the tag 200 and the tag 500 are: 

- in the case of the tag 500 the RFID IC 103 is appUed to a separate substrate 501 
which is in turn applied to the substrate 101, with the RFID IC 103 then being 
coupled to the antenna 201 via a non-contact coupling means, and also separately 
coupled to the tamper detection circuit 202 through the substrate 101 also via a 

25 non-contact coupling means. 

Figure 5 A is a schematic illustration of the substrate 501 and associated electronics, 
including the RFID IC 103, Figure 5C shows the substrate 501 coupled to the substrate 
502. 
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The benefits of applying the RFID IC 103 to a sq)arate substrate 501 that is then applied 
to the substrate 101 are described in relation to the embodiment of figure 4. 

In figure 5 the RFID IC 103 is shown on the underside of the substrate 501, which has the 
advantage that the substrate 501 provides physical protection for the IC 103. Preferably, 
but not necessarily, one or more electrical antenna coupling circuits 502 will contact the 
RFID IC 103 and extend a distance onto flie underside of the substrate 501. The antenna 
coupling circuits 502 facilitate electrical non-contact coupling of the RFID IC 103 to the 
RFID antenna 20 L Preferably, but not necessarily, one or more electrical tamper 
coupling circuits 503 will contact the RFID IC 103 and extend a distance onto the 
imderside of the substrate 50L The tamper coupling circuits 503 facilitate electrical non- 
contact coupling of the RFID IC 103 to the tamper detection circuit 202. 

It should be appreciated that numerous variations are possible on the configuration of the 
antenna coupling circuits 502 and antenna 201, based on the principles described herein. 
For example, in those regions where coupling of the antenna coupling circuits 502 and 
antenna 201 occurs, the size, shape and layout of the antenna coupUng circxiits 502 and 
antenna 201 may be designed to allow for misalignment of the substrate 501 when it is 
applied to the substrate lOL 

Similarly, it should be appreciated that numerous variations are possible on the 
configuration of the tamper coupling circuits 503 and tamper detection circuit 202, based 
on the principles described herein. For example, in those regions where coupling of the 
tamper coupling circuits 503 and tamper detection circuit 202 occurs, the size, shape and 
layout of the tamper coupling circuits 503 and tamper detection circuit 202 may be 
designed to allow for misalignment of the substrate 501 when it is applied to the substrate 
101. 

An attachment layer 504 is applied to the underside of the substrate 501 over the RFID IC 
103 and coupling circuits 502 and 503. The attachment layer 504 attaches the substrate 
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501 to the substrate 101. Preferably the attachment layer 504 is a layer of adhesive. 
Figure 5B is a schematic illustration of the attachment layer 504. 



In one preferred embodiment the substrate 501 is afiBxed to the substrate 101 such that 
5 the substrate 501 cannot be removed with the RFID IC 103, anteona coupling circuits 502 
and tamper coupling circuits 503 intact. In this embodimMit removing the substrate 501 
will result in damage or disraption to the RFID IC 103 or antenna coupling circuits 502 
or tamper coupling circuits 503. Being able to remove the substrate 501 with the RFTD IC 
103 and other electronics on the substrate 501 intact would allow the substrate 501 (and 
!0 attached electronics) to be removed from a jBrst substrate 101 and q)plied to a second 
substrate 101 to provide a second functional RFID tag 500, which in some ^pUcatiotis is 
imdesirable. In the preferred embodiment illustrated in figure 5 the substrate 501 is 
affixed to the substrate 101 by means of a layer of adhesive 504. In this embodiment one 
or more layers of adhesion modifying formulation 505 may be applied between the 
15 substrate 501 and the adhesive layer 504, as described in relation to the substrate 402 of 
figure 4, in order to promote breakup of the antenna coupling circuits 502, tamper 
couplmg circuits 503 or RFID IC 103 if the substrate 501 is removed from the substrate 
101. 

10 In figure 5 the adhesion modifying layers 505 (there may be one or more) are shown 

between the substrate 501 and coupling circuits 502/503 or RFID IC 103, but it should be 
appreciated that the adhesion modifying layers 505 may instead or also be applied 
between the coupling circuits 502/503 or RFID IC 103 and the attachment layer 504. The 
adhesion modifying layers 505 may be applied in a specified pattern (as viewed from 

25 below the substrate 501) so as to create a plurality of areas of differing relative adhesions 
and thereby promote disruption to the coupling circuits 502/503 or RFID IC 103 if the 
substrate 501 is tampered or removed from the substrate 101. 

Additionally, the adhesive layer 504 may be designed to be sufficiently strong that the 
30 RFID IC 103 will break or remain on the substrate 101 with the adhesive layer 504 if the 
substrate 501 is removed from the substrate 101. As described in relation to the 
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embodiment of figure 4, in a variation on this embodiment the adhesion modifying layer 
505 may be omitted and instead the surface on the underside of tiie substrate 501 may be 
treated, either uniformly or in a specified pattern, such that in the treated areas the 
adhesion to the substrate 501 of an adjacent layer is modified, either by being increased 
5 or by benig decreased, relative to the adhesion of the adjacent layer to the substrate 501 
in areas wh^e the surface treatment has not been undertaken. The surface treatment on 
the underside of the substrate 501 would then have an effect similar to the effect of the 
adhesion modifying layer 505. 

10 In the preferred embodunent of figure 5 coupling between the RFID IC 103 and antenna 
201 is by a non-contact means. The adhesive layer 504 provides a gap between the 
electronics on the substrate layer 501 and the antenna 201. In some CTibodiments it may 
be necessary to apply a layer of dielectric 506 either on the substrate 101 over the antenna 
201 or on the substrate 501 between the antenna coupling circuits 502 and antenna 201 to 

1 5 ensure that direct electrical connection does not take place between the RFID IC 103 and 
antenna 201 . The layer of dielectric 506 may be configured to also provide physical 
protection for the RFID antenna 201. 

In the preferred embodiment of figure 5 the RFID IC 103 ,antenna coupling circuits 502, 
20 and tamper coupling circuits 503 are all on the underside of the substrate 501. In a 

variation on this embodiment the RFID IC 103 may be on the top side of the substrate 
501 and connected to the anteima coupling circuits 502 and tamper coupling circuits 503 
on the underside of the substrate 501 by means of electrical througih-connects through fhe 
substrate 501. This configuration has the advantage tiiat the imderside of the substrate 
25 501 is flat, but has the disadvantage that the RFID IC 103 on the top side of the substrate 
501 is exposed and may need to be physically protected by means of an overlaminate or 
encapsulant. 

In a variation on the preferred embodiment of figure 5, non-contact coupling may occur 
30 between one or more electrical coupling circuits on the RFID IC 103 and the antenna 
201, so that the antenna coupling circuits 502 are not required. 
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Li a variation on the preferred embodiment of figure 5, non-cx)ntact coupling may occur 
between one or more electrical coupling circuits on the RFID IC 103 and the tamper 
detection circuit 202, in which case the tamper coupling circuits 503 are not required. 

5 

In a variation on the preferred embodiment of figure 5, non-contact coupling may occm- 
between one or more electrical coupling circuits on the RFID IC 103 and the antenna 
201, and in addition non-contact coupling may occur between one or more electrical 
coupling circuits on the RFID IC 103 and the tamper detection circuit 202, so that both 

1 0 the antenna coupling circuits 502 and the tamper coupling circuits 503 are not required* 
In a variation on this embodiment the substrate 501 may not be used and the RFID IC 
103 may instead be appUed directly to the top of the substrate 101 so as to provide non- 
contact coupling from the RFID IC 103 to both the antenna 201 and tamper detection 
circuit 202. If necessary a dielectric layer 506 may be ^plied between the RFED IC 103 

15 and the RFID antenna 201 to ensure direct electrical connection between the RFID IC 
103 and antenna 201 does not occur. In this variation the RFID IC 103 may be provided 
with physical protection, for example by means of an encapsulant s^plied over the RFBD 
IC 103 or by some other means. 

10 The substrate 501 and attached electronics may be applied to the rest of the tag 500 either 
before or after the rest of the tag 500 has been applied to the surface 102. Li one 
embodimCTt the tag 500 minus the substrate 501 (and attached electronics) may be 
applied to the surface 102, and the substrate 501 (plus attached electronics) may be 
applied to the substrate 101 at a later time to provide a fixUy fimctional tag 500. Prior to 

25 the application of the substrate 501 (and attached electronics) the rest of the tag 500 that 
has been appUed to the surface 102 does not provide an RFID fimction. 

In another preferred embodiment based on the embodiment of figure 5 the substrate 501 
(and attached electronics) may be s^pUed to the substrate 101 using a removable means 
30 such as a removable adhesive 504 Qjreferably without the adhesion modifying coating 
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505), thereby allowing the substrate 501 (and attached electronics) and removable 
adhesive 504 to be removed from a first tag 500 and applied to a second tag 500 so as to: 

- disable the RFID function of the first tag 500; and 

- enable a fiiUy fimctional second tag 500. 

5 

Preferred Embodiments of the Substrates 101, 402 and 501 

The substrates 101, 402 and 501 may be made fix)m one or more of a number of materials 
or one or more different layers. Preferably the substrate material will be a thin, flexible 
1 0 layer. Preferably the substrate mataial will have consistent electrical properties - in 
particular a consistent dielectric constant. Examples of possible substrate materials 
include: 

- 0.002" polyester fihn; 

- 0.003" polyester fihn; 
1 5 - 0.005" polyester film; 

- 0,002" vinyl fihn; 

- 0.003" vinyl fihn; 

- 0.005" vinyl fihn. 

It should be appreciated that other substrate materials may be used. 

20 

In some embodiments a substrate, such as the substrate 101, may be a composite 
material, made up of two or more fihns laminated together. An advantage of a laminated 
construction for the substrate layer 101 is that it allows dififerent surface properties for the 
top side and underside of the substrate 101, which may assist in applying electronic 
25 circuits of dififerent types to the top side and xmderside of the substrate lOL For example, 
in one embodiment soUd metal circuits may be applied to the top side of the substrate 101 
while circuits made &om electrically conductive ink may be apphed to the underside of 
the substrate 101, and it may be advantageous to have different surface properties on the 
top side and und^ide of the substrate 101 to faciUtate this. 
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In some embodiments tide top side or the underside of the substrate layer 101 may be 
treated in a specified pattern to either enhance or inhibit the attachment of an adjacent 
layer or coiiq)onent. 

Setting ap a Tag 

The following descriptions are presented in relation to the tag 200, but could also apply to 
the tag 500, since both tags include a tamper detection circuit 202. 

Variations in the electrical properties of the tamper detection circuit 202 will occur due to 
variations in the manufacture and assembly of the tag 200. Detection of tampering or 
removal of the tag 200 rehes on the RFID IC 103 accurately detecting and monitoring 
changes in at least one electrical property of the tamper detection circuit 202. However, 
such changes may be masked by variations in llie at least one electrical property resulting 
from manufacture and assembly of the tag 200. An example according to one 
embodiment of the invention of how this problem can be overcome is described below. 

When the tag 200 is first assembled into a fully functional unit, an RF read/write device 
may be used to read Hie values of at least one electrical property of the tamper detection 
circuit 202 as detected by the RFID IC 103. The "initial values" of the at least one 
electrical property of the tamper detection circuit 202 may then be written to a memory 
location in the RFID IC 103 and preferably locked to avoid later modification. On 
subsequent readiag of the RFID IC 103 the value of the at least one electrical property of 
the tamper detection circuit 202 that are detected by the RFID IC 103 can be compared 
with the "initial values" that were written to the memory of the RFID IC 103, and a 
determination made as to whether the detected values have changed relative to the "initial 
values", in tum indicating whether the tag 200 has been tampered or removed from the 
substrate 102 or whether the RFID IC 103 has been moved from one tag 200 to another 
tag 200. 
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Individualiziiig the Tamper Detection Circuit and Matching the Tamper Detection 
Circuit to the RFID IC 

The following descriptions are presented in relation to the tag 200, but could also apply to 
5 the tag SCO, since both tags include a tamper detection circuit 202. 

As described herein, the RFID IC 103 is conjSgured to detect and monitor specified 
electrical properties of the tamper detection circuit 202. 

10 In some preferred embodiments the tamper detection circuit 202 may be deliberately 
configured to have specified electrical properties that vary firom one tamper detection 
circuit 202 to the next, thereby enabling different tamper detection circuits 202 to be 
identified and differentiated by an RFID IC 103, and fiirther enabling a specific tamper 
detection circuit 202 to be matched to a specific RFID IC 103 during manufacture or 

1 5 assembly of a tag 200, thereby providing protection against an RFID IC 103 being 

removed from one RFID tag 200 and applied to a second tag construction to provide a 
fiilly fimctional second RFID tag 200. 

In some preferred embodiments at least one electrical property of each tamper detection 
20 circuit 202 may be unique, so tibat no two tamper detection circuits 202 have the same 
values for those electrical properties. In other preferred embodiments specified electrical 
properties of the tamper detection circuit 202 may diflFer from one tamper detection 
circuit 202 to the next, but the specified electrical properties may not be unique, so that it 
may be possible for two tamper detection circuits 202 to have the same values for those 
25 electrical properties. 

Matching of a tamper detection circuit 202 to an RFID IC 103 may in one embodiment be 
carried out as follows. After the tag 200 is assembled into a fully fimctional unit, an RFID 
read/write device may be used to read the at least one electrical property of the tamper 
30 detection circuit 202 as detected by the RFID IC 103. The values of the at least one 
electrical propaty, which may vary from one tamp^ detection circuit 202 to the next, 
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may then be written to a memory location in the RFID IC 103 and preferably locked to 
avoid later modificatioru On subsequent reading of the RFID IC 103 the values of the at 
least one electrical property of the tamper detection circuit 202 that is detected by the 
RFID IC 103 will be compared with the value(s) of the at least one electrical property 
5 that was written to the RFID IC 1 03 . If the values do not match, this will provide an 
indication that the RFED IC 103 is not attached to tiie matching tanaper detection circmt 
202 (i.e. that the RFID IC 103 is not attached to the tamper detection circuit 202 to which 
the RFED IC 103 was originally coupled when the tag 200 was first assembled). 

10 There are numerous ways to deliberately vary the electrical properties of the tamper 

detection circuit 202 from one tamper detection circuit 202 to another, and configure the 
RFID IC 103 to read and dififerentiate the electrical properties. 

In one preferred embodiment the RFID IC 103 may be configured to monitor the 
1 5 electrical impedance of the tamper detection circuit 202, and the tamper detection circuit 
202 may be varied from one substrate 101 to another, either deliberately or by relying on 
intrinsic variations in manufacturing processes, so as to result in the impedance of the 
tamper detection circuit 202 varying from one substrate 101 to another. Variations in the 
impedance of the tamper detection circuit 202 may be the result of deliberate variations 
20 in: 

- flie layout of tiie tamp^ detection circuit 202; 

- the widths or areas of the electrical traces or connections making up the tamper 
detection circmt 202; 

- the thickness of the conductive material used to make the tamper detection circuit 
25 202; 

- the type of material used to make the tamper detection circuit 202; 

- the areas and designs of the non-contact coupling circuits 203 used to couple the 
tamper detection circuit 202 to the RFID IC 103; 

- other factors; 

30 ttie deliberate variations being configured so as to result in various predetermined or post- 
determined values for the electrical impedance of the tamper detection circuit 202. 
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In another preferred embodiment the RFID IC 103 may be cx)nfigured to send a signal or 
pulse into the tamper detection circuit 202, and the tamper detection circuit 202 may be 
configured such that portions of the signal or pulse are reflected back to the RFID IC 103 
5 with diflferent time delays, so that the relative time delays of the different reflected 

portions of the signal or pulse as detected by the RFID IC 103 represoot to the RFID IC 
103 a * time-signature" identifier for the tamper detection circuit 202, with the identifier 
difiTering firom one tamper detection circuit 202 to the next. 

1 0 It should be appreciated that tampering or removal of the tag 200 may be detected 

through the RFID IC 103 monitoring electrical properties of the tamper detection circuit 
202 other than those described above, while still operating according to the general 
principles described herein. 

15 In the above embodiments it may be necessary to be able to individually configure each 
tamper detection circuit 202 in order to provide each tamper detection circuit 202 with 
specified electrical properties that may be different from specified electrical properties of 
other tamper detection circuits 202. As described h^ein, the tamper detection circuit 202 
may be made using electrically conductive ink that is applied by means of a printing 

20 process. In one preferred embodiment the tamper detection circuit 202 may be produced 
using a variable printing process with electrically conductive ink, where a variable 
printing process is one that allows the image or pattern of electrically conductive ink that 
is being printed to vary from one image or pattern to the next, so that the tamper detection 
circuit 202 on each tag may be printed with a different image or pattern of electrically 

25 conductive ink. One such variable printing process that may be used to apply the tamper 
detection circuit 202 is ink-jet printing of electrically conductive ink. 

RFID Operating Frequencies 
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It should be appreciated that the embodiments of the present invention can be designed 
for operation at any of a number of RFID operating frequencies, including but not hmited 
to: 

- at or about 125]cHz, where the preferred non-contact coupUng means is inductive 
coupling; 

- at or about 13.56MHz, where the preferred non-contact coupling means is 
inductive coupling; 

- at or about 91 5MHz, where the preferred non-contact coupling means is 
capacitive coupling; 

- at or about 2.45GHz, where the preferred non-contact coupling means is 
capacitive coupling; 

- at or about 5.8GHz, where the preferred non-contact coupHng means is c^acitive 
coupling; 

the above frequencies being frequencies commonly used at present in RFID systrans. 
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